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1. Introduction
The Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM) standardized in  is
a quantum-resistant Key Encapsulation Mechanism (KEM) standardized by the US National
Institute of Standards and Technology (NIST) Post-Quantum Cryptography (PQC) Project 

. Prior to standardization, versions of the mechanism were known as Kyber. ML-KEM and
Kyber are not compatible. This document specifies the use of ML-KEM in Public Key
Infrastructure using X.509 (PKIX) certificates  at three security levels: ML-KEM-512,
ML-KEM-768, and ML-KEM-1024, using object identifiers (OIDs) assigned by NIST. The private
key format is also specified.

[FIPS203]

[NIST-
PQC]

[RFC5280]

1.1. Applicability Statement
ML-KEM certificates are used in protocols where the public key is used to generate and
encapsulate a shared secret used to derive a symmetric key used to encrypt a payload; see 

. To be used in TLS, ML-KEM certificates could only be used as end-entity identity
certificates and would require significant updates to the protocol; for example, see .
[RFC9936]

[KEM-TLS]

2. Conventions and Definitions
The key words " ", " ", " ", " ", " ", " ", "

", " ", " ", " ", and " " in this document are to
be interpreted as described in BCP 14  when, and only when, they appear in
all capitals, as shown here.

MUST MUST NOT REQUIRED SHALL SHALL NOT SHOULD SHOULD
NOT RECOMMENDED NOT RECOMMENDED MAY OPTIONAL

[RFC2119] [RFC8174]

3. Algorithm Identifiers
The AlgorithmIdentifier type is defined in  as follows:

NOTE: The above syntax is from  and is compatible with the 2021 ASN.1
syntax . See  for the 1988 ASN.1 syntax.

[RFC5912]

  AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
    SEQUENCE {
      algorithm   ALGORITHM-TYPE.&id({AlgorithmSet}),
      parameters  ALGORITHM-TYPE.
                    &Params({AlgorithmSet}{@algorithm}) OPTIONAL
    }

[RFC5912]
[X680] [RFC5280]
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The fields in AlgorithmIdentifier have the following meanings:

algorithm identifies the cryptographic algorithm with an OID.
parameters, which are optional, are the associated parameters for the algorithm identifier
in the algorithm field.

The AlgorithmIdentifier for an ML-KEM public key  use one of the id-alg-ml-kem OIDs
from NIST  listed below, based on the security level. The parameters field of the 
AlgorithmIdentifier for the ML-KEM public key  be absent.

• 
• 

MUST
[CSOR]

MUST

  nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
    country(16) us(840) organization(1) gov(101) csor(3)
    nistAlgorithm(4) }

  kems OBJECT IDENTIFIER ::= { nistAlgorithms 4 }

  id-alg-ml-kem-512 OBJECT IDENTIFIER ::= { kems 1 }

  id-alg-ml-kem-768 OBJECT IDENTIFIER ::= { kems 2 }

  id-alg-ml-kem-1024 OBJECT IDENTIFIER ::= { kems 3 }

4. Subject Public Key Fields
In the X.509 certificate, the subjectPublicKeyInfo field has the SubjectPublicKeyInfo type,
which has the following ASN.1 syntax:

The fields in SubjectPublicKeyInfo have the following meaning:

algorithm is the algorithm identifier and parameters for the public key (see above).
subjectPublicKey contains the byte stream of the public key.

For each ML-KEM parameter set (see Table 1), we define a PUBLIC-KEY ASN.1 type as follows:

  SubjectPublicKeyInfo {PUBLIC-KEY: IOSet} ::= SEQUENCE {
      algorithm        AlgorithmIdentifier {PUBLIC-KEY, {IOSet}},
      subjectPublicKey BIT STRING
  }

• 
• 
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When an ML-KEM public key appears outside of a SubjectPublicKeyInfo type in an
environment that uses ASN.1 encoding, it can be encoded as an OCTET STRING by using the ML-
KEM-512-PublicKey, ML-KEM-768-PublicKey, and ML-KEM-1024-PublicKey types
corresponding to the correct key size.

 describes the Asymmetric Key Package's OneAsymmetricKey type for encoding
asymmetric key pairs. When an ML-KEM private key or key pair is encoded as a 
OneAsymmetricKey, it follows the description in Section 6.

When the ML-KEM private key appears outside of an Asymmetric Key Package in an
environment that uses ASN.1 encoding, it can be encoded using one of the ML-KEM-PrivateKey
CHOICE formats defined in Section 6. The seed format is , as it efficiently stores
both the private and public key.

Appendix C.2 contains examples for ML-KEM public keys encoded using the textual encoding
defined in .

  pk-ml-kem-512 PUBLIC-KEY ::= {
    IDENTIFIER id-alg-ml-kem-512
    -- KEY no ASN.1 wrapping; 800 octets --
    PARAMS ARE absent
    CERT-KEY-USAGE { keyEncipherment }
    PRIVATE-KEY ML-KEM-512-PrivateKey -- defined in Section 6
    }

  pk-ml-kem-768 PUBLIC-KEY ::= {
    IDENTIFIER id-alg-ml-kem-768
    -- KEY no ASN.1 wrapping; 1184 octets --
    PARAMS ARE absent
    CERT-KEY-USAGE { keyEncipherment }
    PRIVATE-KEY ML-KEM-768-PrivateKey -- defined in Section 6
    }

  pk-ml-kem-1024 PUBLIC-KEY ::= {
    IDENTIFIER id-alg-ml-kem-1024
    -- KEY no ASN.1 wrapping; 1568 octets --
    PARAMS ARE absent
    CERT-KEY-USAGE { keyEncipherment }
    PRIVATE-KEY ML-KEM-1024-PrivateKey -- defined in Section 6
    }

  ML-KEM-512-PublicKey ::= OCTET STRING (SIZE (800))

  ML-KEM-768-PublicKey ::= OCTET STRING (SIZE (1184))

  ML-KEM-1024-PublicKey ::= OCTET STRING (SIZE (1568))

[RFC5958]

RECOMMENDED

[RFC7468]
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5. Key Usage Bits
The intended application for the key is indicated in the keyUsage certificate extension; see 

. If the keyUsage extension is present in certificates, then 
keyEncipherement  be the only key usage set for certificates that indicate id-alg-ml-kem-*
in SubjectPublicKeyInfo, (with * being one of 512, 768, or 1024.)

Section 4.2.1.3 of [RFC5280]
MUST

6. Private Key Format
 specifies two formats for an ML-KEM private key: a 64-octet seed and an (expanded)

private key, which is referred to as the decapsulation key. The expanded private key (and public
key) is computed from the seed using ML-KEM.KeyGen_internal(d,z) (algorithm 16) using the
first 32 octets as d and the remaining 32 octets as z. If the expanded private key is generated
without exporting the seed, ML-KEM.KeyGen() (algorithm 19) is used; it combines seed
generation with ML-KEM.KeyGen_internal(d,z).

A key pair is generated by sampling 64 octets uniformly at random for the seed (private key)
from a cryptographically secure pseudorandom number generator (CSPRNG). The public key can
then be computed using ML-KEM.KeyGen_internal(d,z) as described earlier.

"Asymmetric Key Packages"  describes how to encode a private key in a structure that
both identifies which algorithm the private key is for and allows for the public key and
additional attributes about the key to be included as well. For illustration, the ASN.1 structure 
OneAsymmetricKey is replicated below.

[FIPS203]

[RFC5958]

  OneAsymmetricKey ::= SEQUENCE {
    version                  Version,
    privateKeyAlgorithm      SEQUENCE {
    algorithm                PUBLIC-KEY.&id({PublicKeySet}),
    parameters               PUBLIC-KEY.&Params({PublicKeySet}
                               {@privateKeyAlgorithm.algorithm})
                                  OPTIONAL}
    privateKey               OCTET STRING (CONTAINING
                               PUBLIC-KEY.&PrivateKey({PublicKeySet}
                                 {@privateKeyAlgorithm.algorithm})),
    attributes           [0] Attributes OPTIONAL,
    ...,
    [[2: publicKey       [1] BIT STRING (CONTAINING
                               PUBLIC-KEY.&Params({PublicKeySet}
                                 {@privateKeyAlgorithm.algorithm})
                                 OPTIONAL ]],
    ...
  }
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For ML-KEM private keys, the privateKey field in OneAsymmetricKey contains one of the
following DER-encoded CHOICE structures. The seed format is a fixed 64-byte OCTET STRING (66
bytes total with the 0x8040 tag and length) for all security levels, while the expandedKey and 
both formats vary in size by security level:

The CHOICE allows three representations of the private key:

The seed format (tag [0]) contains just the 64-byte seed value from which both the expanded
private key and public key can be derived using ML-KEM.KeyGen_internal(d,z) (algorithm
16) using the first 32 octets as d and the remaining 32 octets as z.
The expandedKey format contains the expanded private key that was derived from the seed.
If the seed is not exported, both the expanded private key and public key can be derived
using ML-KEM.KeyGen() (algorithm 16).
The both format contains both the seed and expanded private key, allowing for
interoperability; some may want to use and retain the seed and others may only support
expanded private keys.

The privateKeyAlgorithm field uses the AlgorithmIdentifier structure with the appropriate
OID as defined in Section 3.

The publicKey field contains the byte stream of the public key. If present, the publicKey field
will hold the encoded public key as defined in Section 4.

  ML-KEM-512-PrivateKey ::= CHOICE {
    seed [0] OCTET STRING (SIZE (64)),
    expandedKey OCTET STRING (SIZE (1632)),
    both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (1632))
      }
    }

  ML-KEM-768-PrivateKey ::= CHOICE {
    seed [0] OCTET STRING (SIZE (64)),
    expandedKey OCTET STRING (SIZE (2400)),
    both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (2400))
      }
    }

  ML-KEM-1024-PrivateKey ::= CHOICE {
    seed [0] OCTET STRING (SIZE (64)),
    expandedKey OCTET STRING (SIZE (3168)),
    both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (3168))
      }
    }

• 

• 

• 
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Note that while the private key can be stored in multiple formats, the seed-only format is 
, as it is the most compact representation. Both the expanded private key and the

public key can be deterministically derived from the seed using ML-KEM.KeyGen_internal(d,z)
(algorithm 16) using the first 32 octets as d and the remaining 32 octets as z. Alternatively, the
public key can be extracted from the expanded private key. While the publicKey field and 
expandedKey format are technically redundant when using the seed-only format, they  be
included to enable key pair consistency checks during import operations.

When parsing the private key, the ASN.1 tag explicitly indicates which variant of CHOICE is
present. Implementations should use the context-specific tag IMPLICIT [0] (raw value 0x80) for 
seed, OCTET STRING (0x04) for expandedKey, and SEQUENCE (0x30) for both to parse the private
key, rather than any other heuristic like length of the enclosing OCTET STRING.

Appendix C.1 contains examples for ML-KEM private keys encoded using the textual encoding
defined in .

RECOMMENDED

MAY

[RFC7468]

7. Implementation Considerations
Though Section 7.1 of  mentions the potential to save seed values for future expansion,
Algorithm 19 does not make the seed values available to a caller for serialization. Similarly, the
algorithm that expands seed values is not listed as one of the "main algorithms" and features
"internal" in the name even though it is clear that it is allowed to be exposed externally for the
purposes of expanding a key from a seed. Below are possible ways to extend the APIs defined in 

 to support serialization of seed values as private keys.

To support serialization of seed values as private keys, let Algorithm 19b denote the same
procedure as Algorithm 19 in , except it returns (ek, dk, d, z) on line 7. Additionally,
Algorithm 16 should be promoted to be a "main algorithm" for external use in expanding seed
values.

Note also that unlike other private key compression methods in other algorithms, expanding a
private key from a seed is a one-way function, meaning that once a full key is expanded from a
seed and the seed discarded, the seed cannot be recreated even if the full expanded private key
is available. For this reason, it is  that implementations retain and export the
seed, even when also exporting the expanded private key.

[FIPS203]

[FIPS203]

[FIPS203]

RECOMMENDED

8. Private Key Consistency Testing
When receiving a private key that contains both the seed and the expandedKey, the recipient 

 perform a seed consistency check to ensure that the sender properly generated the
private key. Recipients that do not perform this seed consistency check avoid keygen and
compare operations, but they are unable to ensure that the seed and expandedKey match.

If the check is done and the seed and the expandedKey are not consistent, the recipient 
reject the private key as malformed.

SHOULD

MUST
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When receiving a private key that contains an expandedKey,  stipulates in Section 7.3
that before use, a "hash check"  be performed. That section stipulates two other checks on
the type and length of the expandedKey, which are ensured by this standard.

The seed consistency check consists of regenerating the expanded form from the seed via ML-
KEM.KeyGen_internal(d,z) (algorithm 16) using the first 32 octets as d and the remaining 32
octets as z and ensuring it is bytewise equal to the value presented in the private key.

Appendix C.4 includes some examples of inconsistent seeds and expanded private keys.

[FIPS203]
MUST

9. Security Considerations
The Security Considerations section of  applies to this specification as well.

Protection of the private key information, i.e., the seed, is vital to public key cryptography.
Disclosure of the private key material to another entity can lead to masquerades.

The generation of private keys relies on random numbers. The use of inadequate pseudorandom
number generators (PRNGs) to generate these values can result in little or no security. An
attacker may find it much easier to reproduce the PRNG environment that produced the keys,
searching the resulting small set of possibilities, rather than brute force searching the whole key
space. The generation of quality random numbers is difficult. ML-KEM key generation has
specific requirements around randomness generation as described in Section 3.3 of .

Many protocols only rely on the IND-CCA security of a KEM. Some (implicitly) require further
binding properties, formalized in . The private key format influences these binding
properties. Per , ML-KEM is LEAK-BIND-K-PK-secure and LEAK-BIND-K-CT-secure
when using the expanded private key format, but not MAL-BIND-K-CT nor MAL-BIND-K-PK
secure. Using the 64-byte seed format provides a step up in binding security, and additionally
provides MAL-BIND-K-CT security (but still does not provide security for MAL-BIND-K-PK).

For more detailed ML-KEM specific security considerations regarding this, randomness,
misbinding properties, decapsulation failures, key reuse, and key checks, refer to 

.

[RFC5280]

[FIPS203]

[CDM23]
[KEMMY24]

[ML-KEM-SEC-
CONS]

10. IANA Considerations
For the ASN.1 module in Appendix A, IANA has assigned an OID for the module identifier (121)
with a description of "id-mod-x509-ml-kem-2025" in the "SMI Security for PKIX Module
Identifier" registry (1.3.6.1.5.5.7.0).
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certificates use the Distinguished Encoding Rules; see . This module imports objects from 
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[X690]

[RFC5912] [RFC9629]

<CODE BEGINS>
X509-ML-KEM-2025
{ iso(1) identified-organization(3) dod(6)
  internet(1) security(5) mechanisms(5) pkix(7) id-mod(0)
  id-mod-x509-ml-kem-2025(121) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS

 PUBLIC-KEY
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   FROM AlgorithmInformation-2009  -- [RFC 5912]
     { iso(1) identified-organization(3) dod(6) internet(1)
       security(5) mechanisms(5) pkix(7) id-mod(0)
       id-mod-algorithmInformation-02(58) }

 KEM-ALGORITHM
   FROM KEMAlgorithmInformation-2023  -- [RFC 9629]
     { iso(1) identified-organization(3) dod(6) internet(1)
       security(5) mechanisms(5) pkix(7) id-mod(0)
       id-mod-kemAlgorithmInformation-2023(109) };

--
-- ML-KEM Identifiers
--

nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
  country(16) us(840) organization(1) gov(101) csor(3)
  nistAlgorithm(4) }

kems OBJECT IDENTIFIER ::= { nistAlgorithms 4 }

id-alg-ml-kem-512 OBJECT IDENTIFIER ::= { kems 1 }

id-alg-ml-kem-768 OBJECT IDENTIFIER ::= { kems 2 }

id-alg-ml-kem-1024 OBJECT IDENTIFIER ::= { kems 3 }

--
-- Public Key Algorithms
--

PublicKeys PUBLIC-KEY ::= {
  -- This expands PublicKeys from [RFC 5912]
  pk-ml-kem-512 |
  pk-ml-kem-768 |
  pk-ml-kem-1024,
  ...
  }

--
-- ML-KEM Public Keys
--

pk-ml-kem-512 PUBLIC-KEY ::= {
  IDENTIFIER id-alg-ml-kem-512
  -- KEY no ASN.1 wrapping; 800 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { keyEncipherment }
  PRIVATE-KEY ML-KEM-512-PrivateKey
  }

ML-KEM-512-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (64)),
  expandedKey OCTET STRING (SIZE (1632)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (1632))
      }
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  }

pk-ml-kem-768 PUBLIC-KEY ::= {
  IDENTIFIER id-alg-ml-kem-768
  -- KEY no ASN.1 wrapping; 1184 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { keyEncipherment }
  PRIVATE-KEY ML-KEM-768-PrivateKey
  }

ML-KEM-768-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (64)),
  expandedKey OCTET STRING (SIZE (2400)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (2400))
      }
  }

pk-ml-kem-1024 PUBLIC-KEY ::= {
  IDENTIFIER id-alg-ml-kem-1024
  -- KEY no ASN.1 wrapping; 1568 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { keyEncipherment }
  PRIVATE-KEY ML-KEM-1024-PrivateKey
  }

ML-KEM-1024-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (64)),
  expandedKey OCTET STRING (SIZE (3168)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (3168))
      }
  }

ML-KEM-512-PublicKey ::= OCTET STRING (SIZE (800))

ML-KEM-768-PublicKey ::= OCTET STRING (SIZE (1184))

ML-KEM-1024-PublicKey ::= OCTET STRING (SIZE (1568))

END
<CODE ENDS>

Appendix B. Parameter Set Security and Sizes
Instead of defining the strength of a quantum algorithm in a typical manner using the imprecise
notion of bits of security, NIST has defined security levels by picking a reference scheme, which
is expected to offer notable levels of resistance to both quantum and classical attacks. To wit, a
KEM algorithm that achieves NIST PQC security must require computational resources to break
IND-CCA security comparable or greater than that required for key search on AES-128, AES-192,
and AES-256 for Levels 1, 3, and 5, respectively. Levels 2 and 4 use collision search for SHA-256
and SHA-384 as reference.
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Level Parameter Set Encap. Key Decap. Key Ciphertext Secret

1 ML-KEM-512 800 1632 768 32

3 ML-KEM-768 1184 2400 1088 32

5 ML-KEM-1024 1568 3168 1568 32

Table 1: Mapping Between NIST Security Level, ML-KEM Parameter Sets, and Sizes
in Bytes

Appendix C. Examples
This appendix contains examples of ML-KEM public keys, private keys, certificates, and
inconsistent seed and expanded private keys.

C.1. Example Private Keys
The following examples show ML-KEM private keys in different formats, all derived from the
same seed 000102...1e1f. For each security level, we show the seed-only format (using a
context-specific [0] primitive tag with an implicit encoding of OCTET STRING), the expanded
format, and both formats together.

NOTE: All examples use the same seed value, showing how the same seed produces
different expanded private keys for each security level.

C.1.1. ML-KEM-512 Private Key Examples

Each of the examples includes the textual encoding  followed by the so-called "pretty
print"; the private keys are the same.

[RFC7468]

C.1.1.1. Seed Format

-----BEGIN PRIVATE KEY-----
MFQCAQAwCwYJYIZIAWUDBAQBBEKAQAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLC0uLzAxMjM0NTY3ODk6Ozw9Pj8=
-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30313233343
5363738393a3b3c3d3e3f` }
  }
}

C.1.1.2. Expanded Format

-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
  }
  OCTET_STRING {
    OCTET_STRING { `70554fd436344f2785b1b3b1bac184b6679003336c26RFC 9935 ML-KEM in Certificates March 2026
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363738393a3b3c3d3e3f` }
  }
}

C.1.1.3. Both Format

-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f` }
      OCTET_STRING { `70554fd436344f2785b1b3b1bac184b6679003336cRFC 9935 ML-KEM in Certificates March 2026
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7225c7b44cdb12dde4539b4ab082363683f04bf7a09cc5c41dfe830a1b162e0b
324334362f084a14467723344badd000f8d8c537c48f998f05307cebd1ede0b8
1c3bc59a065a1b6d63b26c82f101ff648063b376e2bb6c5b7455f655a50c2fea
dade150efa0e0e6f365aea202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f` }
    }
  }
}

C.1.2. ML-KEM-768 Private Key Examples

Each of the examples includes the textual encoding  followed by the so-called "pretty
print"; the private keys are the same.

[RFC7468]

C.1.2.1. Seed Format

-----BEGIN PRIVATE KEY-----
MFQCAQAwCwYJYIZIAWUDBAQCBEKAQAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLC0uLzAxMjM0NTY3ODk6Ozw9Pj8=
-----END PRIVATE KEY-----

SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30313233343
5363738393a3b3c3d3e3f` }
  }
}
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C.1.2.2. Expanded Format

-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
  }
  OCTET_STRING {
    OCTET_STRING { `27d2a77f33756f61208ef113abe82595873d4abc730eRFC 9935 ML-KEM in Certificates March 2026
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` }
  }
}
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C.1.2.3. Both Format
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-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f` }
      OCTET_STRING { `27d2a77f33756f61208ef113abe82595873d4abc73RFC 9935 ML-KEM in Certificates March 2026
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` }
    }
  }
}

C.1.3. ML-KEM-1024 Private Key Examples

Each of the examples includes the textual encoding  followed by the so-called "pretty
print"; the private keys are the same.

[RFC7468]

C.1.3.1. Seed Format

-----BEGIN PRIVATE KEY-----
MFQCAQAwCwYJYIZIAWUDBAQDBEKAQAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLC0uLzAxMjM0NTY3ODk6Ozw9Pj8=
-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30313233343
5363738393a3b3c3d3e3f` }
  }
}
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C.1.3.2. Expanded Format
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-----BEGIN PRIVATE KEY-----RFC 9935 ML-KEM in Certificates March 2026
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-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
  }
  OCTET_STRING {
    OCTET_STRING { `f77b7f6b15c73fe2cc546b67fb774ca19b42cd463ea9RFC 9935 ML-KEM in Certificates March 2026
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` }
  }
}
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C.1.3.3. Both Format
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-----BEGIN PRIVATE KEY-----RFC 9935 ML-KEM in Certificates March 2026
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-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f` }
      OCTET_STRING { `f77b7f6b15c73fe2cc546b67fb774ca19b42cd463eRFC 9935 ML-KEM in Certificates March 2026
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` }
    }
  }
}
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C.2. Example Public Keys
The following is the ML-KEM-512 public key corresponding to the private key in the previous
section. The textual encoding  is followed by the so-called "pretty print"; the public
keys are the same.

[RFC7468]

-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
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The following is the ML-KEM-768 public key corresponding to the private key in the previous
section. The textual encoding  is followed by the so-called "pretty print"; the public
keys are the same.

SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
  }
  BIT_STRING { `00` `3995815e597d104355cf29aa5333c93251869d5bcdb` }
}

[RFC7468]
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-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
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The following is the ML-KEM-1024 public key corresponding to the private key in the previous
section. The textual encoding  is followed by the so-called "pretty print"; the public
keys are the same.

SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
  }
  BIT_STRING { `00` `298aa10d423c8dda069d02bc59e6cdf03a096b8b3da` }
}

[RFC7468]
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-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----

RFC 9935 ML-KEM in Certificates March 2026

Turner, et al. Standards Track Page 42



SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
  }
  BIT_STRING { `00` `4b94c29450111191823b3514c9ac1ea3d9825ccb863` }
}
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C.3. Example Certificates
The following is the ML-KEM-512 certificate corresponding to the public key in the previous
section signed with the ML-DSA-44 private key from . The textual encoding 
is followed by the so-called "pretty print"; the certificates are the same.

[RFC9881] [RFC7468]
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-----BEGIN CERTIFICATE-----RFC 9935 ML-KEM in Certificates March 2026
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-----END CERTIFICATE-----
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SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34f` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
      }
      BIT_STRING { `00` `3995815e597d104355cf29aa5333c93251869d5
bcdbe487124f602b8b6a66c16c4761648ad765cf5d8006b515e905a7f0ac076b
0c62efa328153e7ca5701699f1305f1e6bc6f90b0e49b693512b6ce992a8b801
6ddfc1a662c7e3f9619cbd869dd771af30896ccd5918ac6cb77466c5e779996d
67ff9aabc97503f2c7b7e2d000d86450fb1807ca4cabda465825a31c789a1b7a
491ab3872765d320d0b71920fa213c94093416b83b8124e69f65e62cb5000dcc
37aa9a0fff73970c4772f357d24189ca6f5305568c0e2376a3762a68c605e563
c5d209572e0fc7532ca294729535567b5fc413c5e8792d2464536cc808f98add
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` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`001` }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `0ec592a5971e7e8da078a86e4674f2fb11f6
e8d7` }
          }
        }
        SEQUENCE {
          # authorityKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.35 }
          OCTET_STRING {
            SEQUENCE {
              [0 PRIMITIVE] { `329a07b1fabb48f52a309f11a1898f848
e2322ff` }
            }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  BIT_STRING { `00` `dc57c2c0fc37bc4ace942f7b4c7075ca7348935da04
f3cbca80a2996286fc1859dbdf6a77283a42ffe158cc577ee40bbc120952213d
6e8214bc3247d41bf9abec015c33383dc6f9f396bdef67c1ecb8fbad363019ec
e9e10446b27e1b30e507b4e4bff4c683f4b030f179440d297af4a80dfa337e09
a93e3d2d50dcebbe4e978cd9fa37d38fb7bd37c794d89e3d234eaa4775a73b36
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The following is the ML-KEM-768 certificate corresponding to the public key in the previous
section signed with the ML-DSA-65 private key from . The textual encoding 
is followed by the so-called "pretty print"; the certificates are the same.
` }
}

[RFC9881] [RFC7468]
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-----BEGIN CERTIFICATE-----RFC 9935 ML-KEM in Certificates March 2026
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-----END CERTIFICATE-----
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SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34f` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
      }
      BIT_STRING { `00` `298aa10d423c8dda069d02bc59e6cdf03a096b8
b3da4cab9b80ca4a14907672ccef1ec4faf234a0bc5b7e9d473f2b3133b3b26a
1d175cb67a7805919699c02f76531b99c5f89180704bb4ca4535c5b8972679c6
60a07c5e514b87009c862eb8f5157695efb3fc40a9def6b81c1cc02a249ae4f0
94ad0d9bd3485c1c1c68080520a7c8c632032cee738154e5c5176c07da560247
76a430fe76eacf665a3f7b832102215bc82f10939c8355704336a8fac1d81e4b
b0485aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680a1a8f71b4eb
86bc48c9a0509731a54bd9d7290b27963e4372dc9b199cfdcac0b01acd28a623
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` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`001` }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `42bcb5a167fa330449612dbd8187056a7518
f787` }
          }
        }
        SEQUENCE {
          # authorityKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.35 }
          OCTET_STRING {
            SEQUENCE {
              [0 PRIMITIVE] { `1b0563e3cd3346149c8c9ebcf23b0a4e5
a900eea` }
            }
          }

RFC 9935 ML-KEM in Certificates March 2026

Turner, et al. Standards Track Page 54



        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  BIT_STRING { `00` `f26b7c753fb82773fe37fa0c08d5b6cfc8b16191b3dRFC 9935 ML-KEM in Certificates March 2026
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` }
}
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The following is the ML-KEM-1024 certificate corresponding to the public key in the previous
section signed with the ML-DSA-87 private key from . The textual encoding 
is followed by the so-called "pretty print"; the certificates are the same.

[RFC9881] [RFC7468]
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-----BEGIN CERTIFICATE-----RFC 9935 ML-KEM in Certificates March 2026
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-----END CERTIFICATE-----
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SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34f` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
      }
      BIT_STRING { `00` `4b94c29450111191823b3514c9ac1ea3d9825cc
b86393a2dfb04654fa2192d37bfad1c497c6502eee5ca80a73bfce0baf5a54a8
8585a401397a3d232f426a7afb082bc21a44317090eaac7592c2ea88a653c449
1ea193931335f52e989a3c4cc56d9c553732d57c470fb41ab759b65d2d044453
82fcd9c4e344a1128fa9e11e04358e192ed014b23232a7ee2b22e23717f44111
ee33575399c37646da9813ec9b212afe94e5dc5c2330a7294cc1f4234a6d3fbb
4f1685ab8892c04acb17cd1c170d7b0611b6a7176c794cc8c67f55fc923c2ad2
03100f365991882c30243d77813843b5ec7c964032263706092ecf00c7516be6
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` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`001` }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `da82182c39ebdb350d904ee4bc507b72043f
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fa23` }
          }
        }
        SEQUENCE {
          # authorityKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.35 }
          OCTET_STRING {
            SEQUENCE {
              [0 PRIMITIVE] { `89886750b57c24db3fc012e61ede59753
337374f` }
            }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  BIT_STRING { `00` `74225bdfc7af660a19d5e3c84e80613d45140b98c2bRFC 9935 ML-KEM in Certificates March 2026
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` }
}

C.4. Examples of Bad Private Keys

WARNING: These private keys are purposely bad. Do not use them in production
systems.
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The following examples demonstrate inconsistent seed and expanded private keys.

C.4.1. ML-KEM Inconsistent Seed and Expanded Private Keys

Four ML-KEM-512-PrivateKey examples of inconsistent seed and expanded private keys are
shown as follows:

The first ML-KEM-512-PrivateKey example includes the both CHOICE, i.e., both seed and 
expandedKey are included. The seed and expanded values can be checked for
inconsistencies.
The second ML-KEM-512-PrivateKey example includes only expandedKey. The expanded
private key has a mutated s_0 and a valid public key hash, but a pairwise consistency check
would find that the public key fails to match private.
The third ML-KEM-512-PrivateKey example includes only expandedKey. The expanded
private key has a mutated H(ek); both a public key digest check and a pairwise consistency
check should fail.
The fourth ML-KEM-512-PrivateKey example includes the both CHOICE, i.e., both seed and 
expandedKey are included. There is mismatch of the seed and expanded private key in only
the z implicit rejection secret; here, the private and public vectors match and the pairwise
consistency check passes, but z is different.

The following is the first example:

1. 

2. 

3. 

4. 
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The following is the second example:

-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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The following is the third example:

-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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The following is the fourth example:

-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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       Introduction
       The Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM) standardized in
  is a quantum-resistant
Key Encapsulation Mechanism (KEM) standardized by the US National Institute
of Standards and Technology (NIST) Post-Quantum Cryptography (PQC) Project  . Prior to
standardization, versions of the mechanism were known as
Kyber. ML-KEM and Kyber are not compatible. This document specifies the use
of ML-KEM in Public Key Infrastructure using X.509 (PKIX) certificates  
at three security levels: ML-KEM-512, ML-KEM-768, and ML-KEM-1024, using
object identifiers (OIDs) assigned by NIST. The private key format is also
specified.
       
         Applicability Statement
         ML-KEM certificates are used in protocols where the public key is used to
generate and encapsulate a shared secret used to derive a symmetric key used
to encrypt a payload; see  . To be used in TLS,
ML-KEM certificates could only be used as end-entity identity certificates
and would require significant updates to the protocol; for example, see
 .
      
    
     
       Conventions and Definitions
       
    The key words " MUST", " MUST NOT",
    " REQUIRED", " SHALL", " SHALL NOT",
    " SHOULD", " SHOULD NOT",
    " RECOMMENDED", " NOT RECOMMENDED",
    " MAY", and " OPTIONAL" in this document are to be
    interpreted as described in BCP 14     when, and only when, they appear in all capitals, as
    shown here.
      
    
     
       Algorithm Identifiers
       The  AlgorithmIdentifier type is defined in   as follows:
       
  AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
    SEQUENCE {
      algorithm   ALGORITHM-TYPE.&id({AlgorithmSet}),
      parameters  ALGORITHM-TYPE.
                    &Params({AlgorithmSet}{@algorithm}) OPTIONAL
    }
       
         NOTE: The above syntax is from   and is compatible with the
  2021 ASN.1 syntax  . See   for the 1988 ASN.1 syntax.
      
       The fields in  AlgorithmIdentifier have the following meanings:
       
         
            algorithm identifies the cryptographic algorithm with an OID.
        
         
            parameters, which are optional, are the associated parameters for
the algorithm identifier in the  algorithm field.
        
      
       The  AlgorithmIdentifier for an ML-KEM public key  MUST use one of the
 id-alg-ml-kem OIDs from NIST   listed below, based on the security
level. The  parameters field of the  AlgorithmIdentifier for the ML-KEM
public key  MUST be absent.
       
  nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
    country(16) us(840) organization(1) gov(101) csor(3)
    nistAlgorithm(4) }

  kems OBJECT IDENTIFIER ::= { nistAlgorithms 4 }

  id-alg-ml-kem-512 OBJECT IDENTIFIER ::= { kems 1 }

  id-alg-ml-kem-768 OBJECT IDENTIFIER ::= { kems 2 }

  id-alg-ml-kem-1024 OBJECT IDENTIFIER ::= { kems 3 }
    
     
       Subject Public Key Fields
       In the X.509 certificate, the  subjectPublicKeyInfo field has the
 SubjectPublicKeyInfo type, which has the following ASN.1 syntax:
       
  SubjectPublicKeyInfo {PUBLIC-KEY: IOSet} ::= SEQUENCE {
      algorithm        AlgorithmIdentifier {PUBLIC-KEY, {IOSet}},
      subjectPublicKey BIT STRING
  }
       The fields in  SubjectPublicKeyInfo have the following meaning:
       
         
            algorithm is the algorithm identifier and parameters for the
public key (see above).
        
         
            subjectPublicKey contains the byte stream of the public key.
        
      
       For each ML-KEM parameter set (see  ),
we define a  PUBLIC-KEY ASN.1 type as follows:
       
  pk-ml-kem-512 PUBLIC-KEY ::= {
    IDENTIFIER id-alg-ml-kem-512
    -- KEY no ASN.1 wrapping; 800 octets --
    PARAMS ARE absent
    CERT-KEY-USAGE { keyEncipherment }
    PRIVATE-KEY ML-KEM-512-PrivateKey -- defined in Section 6
    }

  pk-ml-kem-768 PUBLIC-KEY ::= {
    IDENTIFIER id-alg-ml-kem-768
    -- KEY no ASN.1 wrapping; 1184 octets --
    PARAMS ARE absent
    CERT-KEY-USAGE { keyEncipherment }
    PRIVATE-KEY ML-KEM-768-PrivateKey -- defined in Section 6
    }

  pk-ml-kem-1024 PUBLIC-KEY ::= {
    IDENTIFIER id-alg-ml-kem-1024
    -- KEY no ASN.1 wrapping; 1568 octets --
    PARAMS ARE absent
    CERT-KEY-USAGE { keyEncipherment }
    PRIVATE-KEY ML-KEM-1024-PrivateKey -- defined in Section 6
    }

  ML-KEM-512-PublicKey ::= OCTET STRING (SIZE (800))

  ML-KEM-768-PublicKey ::= OCTET STRING (SIZE (1184))

  ML-KEM-1024-PublicKey ::= OCTET STRING (SIZE (1568))
       When an ML-KEM public key appears outside of a  SubjectPublicKeyInfo
type in an environment that uses ASN.1 encoding, it can be encoded
as an OCTET STRING by using the  ML-KEM-512-PublicKey,
 ML-KEM-768-PublicKey, and  ML-KEM-1024-PublicKey types corresponding to
the correct key size.
         describes the Asymmetric Key Package's  OneAsymmetricKey
type for encoding asymmetric key pairs. When an ML-KEM private key or
key pair is encoded as a  OneAsymmetricKey, it follows the description
in  .
       When the ML-KEM private key appears outside of an Asymmetric Key Package
in an environment that uses ASN.1 encoding, it can be encoded using one
of the  ML-KEM-PrivateKey CHOICE formats defined in  . The
 seed format is  RECOMMENDED, as it efficiently stores both the private and
public key.
         contains examples for ML-KEM public keys
encoded using the textual encoding defined in  .
    
     
       Key Usage Bits
       The intended application for the key is indicated in the keyUsage certificate
extension; see  . If the  keyUsage extension is
present in certificates, then  keyEncipherement  MUST be the only key usage set
for certificates that indicate  id-alg-ml-kem-* in  SubjectPublicKeyInfo,
(with  * being one of 512, 768, or 1024.)
    
     
       Private Key Format
         specifies two formats for an ML-KEM private key: a 64-octet
seed and an (expanded) private key, which is referred to as the
decapsulation key. The expanded private key (and public key)
is computed from the seed using  ML-KEM.KeyGen_internal(d,z) (algorithm 16)
using the first 32 octets as  d and the remaining 32 octets as  z.
If the expanded private key is generated without exporting the seed,
 ML-KEM.KeyGen() (algorithm 19) is used; it combines seed generation with
 ML-KEM.KeyGen_internal(d,z).
       A key pair is generated by sampling 64 octets uniformly at random
for the seed (private key) from a cryptographically secure
pseudorandom number generator (CSPRNG). The public key can then
be computed using  ML-KEM.KeyGen_internal(d,z) as described earlier.
       "Asymmetric Key Packages"   describes how to encode a private
key in a structure that both identifies which algorithm the private key
is for and allows for the public key and additional attributes about the
key to be included as well. For illustration, the ASN.1 structure
 OneAsymmetricKey is replicated below.
       
  OneAsymmetricKey ::= SEQUENCE {
    version                  Version,
    privateKeyAlgorithm      SEQUENCE {
    algorithm                PUBLIC-KEY.&id({PublicKeySet}),
    parameters               PUBLIC-KEY.&Params({PublicKeySet}
                               {@privateKeyAlgorithm.algorithm})
                                  OPTIONAL}
    privateKey               OCTET STRING (CONTAINING
                               PUBLIC-KEY.&PrivateKey({PublicKeySet}
                                 {@privateKeyAlgorithm.algorithm})),
    attributes           [0] Attributes OPTIONAL,
    ...,
    [[2: publicKey       [1] BIT STRING (CONTAINING
                               PUBLIC-KEY.&Params({PublicKeySet}
                                 {@privateKeyAlgorithm.algorithm})
                                 OPTIONAL ]],
    ...
  }
       For ML-KEM private keys, the privateKey field in  OneAsymmetricKey contains
one of the following DER-encoded  CHOICE structures. The  seed
format is a fixed 64-byte  OCTET STRING (66 bytes total with the  0x8040
tag and length) for all security levels, while the  expandedKey
and  both formats vary in size by security level:
       
  ML-KEM-512-PrivateKey ::= CHOICE {
    seed [0] OCTET STRING (SIZE (64)),
    expandedKey OCTET STRING (SIZE (1632)),
    both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (1632))
      }
    }

  ML-KEM-768-PrivateKey ::= CHOICE {
    seed [0] OCTET STRING (SIZE (64)),
    expandedKey OCTET STRING (SIZE (2400)),
    both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (2400))
      }
    }

  ML-KEM-1024-PrivateKey ::= CHOICE {
    seed [0] OCTET STRING (SIZE (64)),
    expandedKey OCTET STRING (SIZE (3168)),
    both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (3168))
      }
    }
       The  CHOICE allows three representations of the private key:
       
         
           The  seed format (tag [0]) contains just the 64-byte seed value
from which both the expanded private key and public key can be
derived using  ML-KEM.KeyGen_internal(d,z) (algorithm 16) using
the first 32 octets as  d and the remaining 32 octets as  z.
        
         
           The  expandedKey format contains the expanded private key
that was derived from the seed. If the seed is not exported, both the
expanded private key and public key can be derived using
 ML-KEM.KeyGen() (algorithm 16).
        
         
           The  both format contains both the seed and expanded private key, allowing
for interoperability; some may want to use and retain the seed and
others may only support expanded private keys.
        
      
       The  privateKeyAlgorithm field uses the  AlgorithmIdentifier structure
with the appropriate OID as defined in  .
       The publicKey field contains the byte stream of the public key. If
present, the  publicKey field will hold the encoded public key as
defined in  .
       Note that while the private key can be stored in multiple formats, the seed-only
format is  RECOMMENDED, as it is the most compact representation. Both the
expanded private key and the public key can be deterministically derived
from the seed using  ML-KEM.KeyGen_internal(d,z) (algorithm 16) using the
first 32 octets as  d and the remaining 32 octets as  z.  Alternatively,
the public key can be extracted from the expanded private key. While
the  publicKey field and
 expandedKey format are technically redundant when using the seed-only format,
they  MAY be included to enable key pair consistency checks during import operations.
       When parsing the private key, the ASN.1 tag explicitly indicates which
variant of  CHOICE is present. Implementations should use the context-specific tag  IMPLICIT [0]
(raw value  0x80) for  seed,  OCTET STRING ( 0x04) for  expandedKey, and
 SEQUENCE ( 0x30) for  both to parse the private key, rather than any
other heuristic like length of the enclosing  OCTET STRING.
         contains examples for ML-KEM private keys
encoded using the textual encoding defined in  .
    
     
       Implementation Considerations
       Though Section 7.1 of   mentions the potential to save seed values for future expansion, Algorithm 19 does not make the seed values available to a caller for serialization.
Similarly, the algorithm that expands seed values is not listed as one of the "main algorithms" and features "internal" in the name even though it is clear that it is allowed to be exposed externally for the purposes of expanding a key from a seed.
Below are possible ways to extend the APIs defined in   to support serialization of seed values as private keys.
       To support serialization of seed values as private keys, let Algorithm 19b denote the same procedure as Algorithm 19 in  , except it returns (ek, dk, d, z) on line 7. Additionally, Algorithm 16 should be promoted to be a "main algorithm" for external use in expanding seed values.
       Note also that unlike other private key compression methods in other algorithms, expanding a private key from a seed is a one-way function, meaning that once a full key is expanded from a seed and the seed discarded, the seed cannot be recreated even if the full expanded private key is available. For this reason, it is  RECOMMENDED that implementations retain and export the seed, even when also exporting the expanded private key.
    
     
       Private Key Consistency Testing
       When receiving a private key that contains both the seed and the
expandedKey, the recipient  SHOULD perform a seed consistency check to
ensure that the sender properly generated the private key.  Recipients
that do not perform this seed consistency check avoid keygen
and compare operations, but they are unable to ensure that the  seed and
 expandedKey match.
       If the check is done and the  seed and the  expandedKey are not consistent,
the recipient  MUST reject the private key as malformed.
       When receiving a private key that contains an  expandedKey,
  stipulates in Section 7.3 that before use,
a "hash check"  MUST be performed. That section stipulates two other
checks on the type and length of the  expandedKey, which are ensured
by this standard.
       The seed consistency check consists of regenerating the expanded form from
the seed via  ML-KEM.KeyGen_internal(d,z) (algorithm 16) using the first
32 octets as  d and the remaining 32 octets as  z and ensuring it is
bytewise equal to the value presented in the private key.
         includes some examples of inconsistent seeds and
expanded private keys.
    
     
       Security Considerations
       The Security Considerations section of   applies to this
specification as well.
       Protection of the private key information, i.e., the seed, is vital to
public key cryptography.  Disclosure of the private key material to another
entity can lead to masquerades.
       The generation of private keys relies on random numbers. The use of
inadequate pseudorandom number generators (PRNGs) to generate these
values can result in little or no security.  An attacker may find it
much easier to reproduce the PRNG environment that produced the keys,
searching the resulting small set of possibilities, rather than brute
force searching the whole key space.  The generation of quality
random numbers is difficult. ML-KEM key generation has specific requirements around randomness generation
as described in Section 3.3 of  .
       Many protocols only rely on the IND-CCA security of a KEM. Some
(implicitly) require further binding properties, formalized
in  .

The private key format influences these binding properties.
Per  , ML-KEM is LEAK-BIND-K-PK-secure and
LEAK-BIND-K-CT-secure when using the expanded private key format,
but not MAL-BIND-K-CT nor MAL-BIND-K-PK secure.
Using the 64-byte seed format provides a step up in binding security,
and additionally provides MAL-BIND-K-CT security (but still does not provide security for MAL-BIND-K-PK).
       For more detailed ML-KEM specific security considerations regarding this,
randomness, misbinding properties, decapsulation failures, key reuse, and
key checks, refer to  .
    
     
       IANA Considerations
       For the ASN.1 module in  , IANA has assigned 
an OID for the module identifier (121) with a
description of "id-mod-x509-ml-kem-2025" in the "SMI Security for PKIX Module Identifier" registry (1.3.6.1.5.5.7.0).
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               This document defines the syntax for private-key information and a content type for it. Private-key information includes a private key for a specified public-key algorithm and a set of attributes. The Cryptographic Message Syntax (CMS), as defined in RFC 5652, can be used to digitally sign, digest, authenticate, or encrypt the asymmetric key format content type. This document obsoletes RFC 5208. [STANDARDS-TRACK]
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       ASN.1 Module
       This appendix includes the ASN.1 module   for the ML-KEM.  Note that
as per  , certificates use the Distinguished Encoding Rules; see
 . This module imports objects from   and  .
       
X509-ML-KEM-2025
{ iso(1) identified-organization(3) dod(6)
  internet(1) security(5) mechanisms(5) pkix(7) id-mod(0)
  id-mod-x509-ml-kem-2025(121) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS

 PUBLIC-KEY
   FROM AlgorithmInformation-2009  -- [RFC 5912]
     { iso(1) identified-organization(3) dod(6) internet(1)
       security(5) mechanisms(5) pkix(7) id-mod(0)
       id-mod-algorithmInformation-02(58) }

 KEM-ALGORITHM
   FROM KEMAlgorithmInformation-2023  -- [RFC 9629]
     { iso(1) identified-organization(3) dod(6) internet(1)
       security(5) mechanisms(5) pkix(7) id-mod(0)
       id-mod-kemAlgorithmInformation-2023(109) };

--
-- ML-KEM Identifiers
--

nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
  country(16) us(840) organization(1) gov(101) csor(3)
  nistAlgorithm(4) }

kems OBJECT IDENTIFIER ::= { nistAlgorithms 4 }

id-alg-ml-kem-512 OBJECT IDENTIFIER ::= { kems 1 }

id-alg-ml-kem-768 OBJECT IDENTIFIER ::= { kems 2 }

id-alg-ml-kem-1024 OBJECT IDENTIFIER ::= { kems 3 }

--
-- Public Key Algorithms
--

PublicKeys PUBLIC-KEY ::= {
  -- This expands PublicKeys from [RFC 5912]
  pk-ml-kem-512 |
  pk-ml-kem-768 |
  pk-ml-kem-1024,
  ...
  }

--
-- ML-KEM Public Keys
--

pk-ml-kem-512 PUBLIC-KEY ::= {
  IDENTIFIER id-alg-ml-kem-512
  -- KEY no ASN.1 wrapping; 800 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { keyEncipherment }
  PRIVATE-KEY ML-KEM-512-PrivateKey
  }

ML-KEM-512-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (64)),
  expandedKey OCTET STRING (SIZE (1632)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (1632))
      }
  }

pk-ml-kem-768 PUBLIC-KEY ::= {
  IDENTIFIER id-alg-ml-kem-768
  -- KEY no ASN.1 wrapping; 1184 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { keyEncipherment }
  PRIVATE-KEY ML-KEM-768-PrivateKey
  }

ML-KEM-768-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (64)),
  expandedKey OCTET STRING (SIZE (2400)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (2400))
      }
  }

pk-ml-kem-1024 PUBLIC-KEY ::= {
  IDENTIFIER id-alg-ml-kem-1024
  -- KEY no ASN.1 wrapping; 1568 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { keyEncipherment }
  PRIVATE-KEY ML-KEM-1024-PrivateKey
  }

ML-KEM-1024-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (64)),
  expandedKey OCTET STRING (SIZE (3168)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (64)),
      expandedKey OCTET STRING (SIZE (3168))
      }
  }

ML-KEM-512-PublicKey ::= OCTET STRING (SIZE (800))

ML-KEM-768-PublicKey ::= OCTET STRING (SIZE (1184))

ML-KEM-1024-PublicKey ::= OCTET STRING (SIZE (1568))

END
    
     
       Parameter Set Security and Sizes
       Instead of defining the strength of a quantum algorithm in a typical
manner using the imprecise notion of bits of security, NIST has
defined security levels by picking a reference scheme, which
is expected to offer notable levels of resistance to both quantum and
classical attacks.  To wit, a KEM algorithm that achieves NIST PQC
security must require computational resources to break IND-CCA
security comparable or greater than that required for key search
on AES-128, AES-192, and AES-256 for Levels 1, 3, and 5, respectively.
Levels 2 and 4 use collision search for SHA-256 and SHA-384 as reference.
       
         Mapping Between NIST Security Level, ML-KEM Parameter Sets, and Sizes in Bytes
         
           
             Level
             Parameter Set
             Encap. Key
             Decap. Key
             Ciphertext
             Secret
          
        
         
           
             1
             ML-KEM-512
             800
             1632
             768
             32
          
           
             3
             ML-KEM-768
             1184
             2400
             1088
             32
          
           
             5
             ML-KEM-1024
             1568
             3168
             1568
             32
          
        
      
    
     
       Examples
       This appendix contains examples of ML-KEM public keys, private keys,
certificates, and inconsistent seed and expanded private keys.
       
         Example Private Keys
         The following examples show ML-KEM private keys in different formats,
all derived from the same seed  000102...1e1f. For each security level,
we show the seed-only format (using a context-specific  [0] primitive
tag with an implicit encoding of  OCTET STRING), the expanded format,
and both formats together.
         
           NOTE: All examples use the same seed value, showing how the same seed
produces different expanded private keys for each security level.
        
         
           ML-KEM-512 Private Key Examples
           Each of the examples includes the textual encoding   followed by
the so-called "pretty print"; the private keys are the same.
           
             Seed Format
             
-----BEGIN PRIVATE KEY-----
MFQCAQAwCwYJYIZIAWUDBAQBBEKAQAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLC0uLzAxMjM0NTY3ODk6Ozw9Pj8=
-----END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30313233343
5363738393a3b3c3d3e3f` }
  }
}
          
           
             Expanded Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
  }
  OCTET_STRING {
    OCTET_STRING { `70554fd436344f2785b1b3b1bac184b6679003336c26` }
  }
}
          
           
             Both Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f` }
      OCTET_STRING { `70554fd436344f2785b1b3b1bac184b6679003336c` }
    }
  }
}
          
        
         
           ML-KEM-768 Private Key Examples
           Each of the examples includes the textual encoding   followed by
the so-called "pretty print"; the private keys are the same.
           
             Seed Format
             
-----BEGIN PRIVATE KEY-----
MFQCAQAwCwYJYIZIAWUDBAQCBEKAQAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLC0uLzAxMjM0NTY3ODk6Ozw9Pj8=
-----END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30313233343
5363738393a3b3c3d3e3f` }
  }
}
          
           
             Expanded Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
  }
  OCTET_STRING {
    OCTET_STRING { `27d2a77f33756f61208ef113abe82595873d4abc730e
5b5d679529bf6a4ceb6383427231a8612f41550515acba52e48ead8b942833bb
e6865d13d14a79d2c5c3e07f0a056d8de7aadfcaba058c493c80b37cab8c5627
53bb3ba6b6ec8297f885eaa7540d530015a84406e55b1366b577e236ce58a26d
8a1eb5a44d542323c2167d9bf4a47f985699ca05bae43b8dec617f02380a3890
afd4b8c7ec7ede26553a025f3ce5bc5d7a62130304235cb1ad4836b566b5b863
bd9bdb45a2844a7047b6c8d383e448525e040b4dc8a2b48c6c37c96d62d43f3f
d88e2881c40a205c9e248f652b592781a779f86880f2a147b67863f391cc1a5a
908c0095e07212291e2ef8a36eb9a9c0c6073225b34703a4af049382c47573da
68fde9245ad444e31b1fbdb521f1f61f37bc0cef292067e670d28a1ffd904f6f
1190a996918a13037a6cabf3c373bf8296cd37ab33ba7746809cc3f8ade1b363
9bd57bfcc69650aaaf1de198fc4c0463299e52c461780cc428fc5d04a5c51850
cba6c2a5274340675793dda09be44c29e6395c65f85d2a0a7c6df411e6911b1f
2cb6c351cd2e875f51b638be776097e93e2f2b2f83da0beef4aa85ba9e763ab6
4502a0ca5222e9eab5b3b7088ed52060e8c8269b943a71ab0ae1c5b1b687d2e0
19cf8036bcf9bf6e7bac3aaa36e41660faa4540f2648cd93a189ec5c2dea70ba
caaa4ffc906f90810ea1b67bf24f2c78cf6ba881aaea61c0652bff95b1bae442
6d1773b9cc2ca82c21e38c636e3b1c523244986b0be8a83f5dd5cf2d54762fb3
c5ebf59b8e885302b1ce47033edf760f4e029be40b6d566b19dd758acd5c7412
878131244f90172c53f26663c21d905301d48baf91c917cc7779e9d8802cc10d
89a3705099a2ad3a3a8896743c1144698093be257dacb66dc785228b912c8d96
5d14aa28342c3ac4a93fefa532b20945ddc1020139c14d638b908c4ddde9a064
5b95b2e4414d40bb79f04413830f15a873c28bb7059c2741002015f20408f058
e715b0bf995b5380b7dd325a056ab97e659a2be0cdf6c33731c683a634b771e8
c92a139aee4bb0e49c7077321d42fc199f7c1f298ca625d223a5c263a03cc481
59b7812665b78637e4e18720b2c29a6b99f42766a4cbc4dc508ba94ba83b89c3
a5c78f8bb26bbd9b79beb8c8182490f5793ee5b96013b74b7e169e29d162f131
5464ea7d72436d89b755161192c81cc2dd1c8b8bba795ef426ee1cc01c37aaa3
7b2cff8b0a378b47cbd0b4d49398cfc2712959699fa0bd8cd84666acc61f541b
84fa96b9c854e4e75e9144addb44b8566a57dfbb545ce423c03346f2b2c1a917
80d152a8de1a4d4c9cacde7392c996888cc2399c02c38b3353adf8acab283924
da00a05b76e738c72c930d6cba09ae168990faa1fef2226e780861d416eff402
f4f759fc648ab1f97100109087f96e4b148d2cb31e4805314ea0cd95fb023eac
0d989474ba4201d7b41d26f5394b217eea5b34b71a8b37931c0e594271e0b7c7
33257240233e7ba735603e425a87dee77079e37cb28a21764594ce5350d8da2b
62a07174943032ec89c98809c73b6423d30c1d283a766a64d89703c3d629b497
828d48320c346210797a298aa10d423c8dda069d02bc59e6cdf03a096b8b3da4
cab9b80ca4a14907672ccef1ec4faf234a0bc5b7e9d473f2b3133b3b26a1d175
cb67a7805919699c02f76531b99c5f89180704bb4ca4535c5b8972679c660a07
c5e514b87009c862eb8f5157695efb3fc40a9def6b81c1cc02a249ae4f094ad0
d9bd3485c1c1c68080520a7c8c632032cee738154e5c5176c07da56024776a43
0fe76eacf665a3f7b832102215bc82f10939c8355704336a8fac1d81e4bb0485
aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680a1a8f71b4eb86bc4
8c9a0509731a54bd9d7290b27963e4372dc9b199cfdcac0b01acd28a62395112
e4c43648d622c48c8234d01440e8cc376c927f23a5afc9ac0474c662274e4245
25c8552ece3b3fe26516de901bc7d515bde89558e626c95c80b93342f8010004
f39e6c6c94871c5e344cab3966c835f9a96a59afd31c40286b38b1c1a78470ba
b947518934453ce86736a919f1f5a6d510a86f5454fc3980cb5c765bd2bd5f7b
36b1410d6635c8ceb47c4dda0d76a28eac939c71c3024804866c716266584421
63c2c22117e50acefce6378a985652302a4ef0c2ce0cc716b7796e2b6b2e3777
dfa1ac3da259a31b5a9b530f8cb638a81a62ac301849abaf95a7301bda300689
09bfdb7e67dbccbb38a5551a25b1a3a0f685748ad5753d8880f0016c62748616
6384c5571fe2365900364d038311e2d875db366686932b5ec602430a369e87a6
ef5c338786657825bd4c057aceb923eb0935e6905e63b4ced7f80857a773dd64
b150d26612ea9ac12052db2017bf1843ccb4b3281b690dc728adfa85c00281b8
e3c09287335f856b4fc2892f69a2f57921ada01914c40988662d57769662a786
351b9b66493dab79594d986de2100d65ba0ff4ea58b81538d24a4435a258fac2
5404aa7f41f658b1385065e158dcb60115732720f40459aaac15e406953a90ac
52997d1ccd070060efc65db9e653354467fad56ec713c86e7540c423acf2669f
52fa6f4ac6888d871ef3e847c029a8aafbb92e17b24aa079b1f419ba6175b442
afb11909d4a56b70a0335b28739218aa7c9348e2c3c2f3eb3d15a41e6417c0dd
94bfeb21419b311a7bb13a180bbe833218a9a6b17447cc85f225859587a73077
049acbcfd44d0f025438e15d1538270d586e1bf83192a9459cf63c0e972f8529
7679831ecf121509851cb8340f6f107b0fa1a0efd1b36a8189bc085c4f5cb784
e553f41b918f80397ce1956f785bee377ca9aa8be6998ada30c26b7c3d8c6b55
254cc96203b20c42aee0ac4e1ebb408e49a9e3f879d0ab0785eb7025425d1305
a2299c015e120d163b0e19494ce57253d0246d182745cb8197ab7438b3c1bb79
72bec5a306eba3567855c014699fef65ae54c770a0d85c18400cf642aedc6607
77ba4b138502bd5a7812f621f84a48296b98dd4322b6f15828b8a8f0e00a8ba4
4a53c3a8b143571b0740abd567daf1cde9c79c204b6d5e259d1766a31bbbcb4e
6a05cf4502176b301c1c2f41247750157bcec85e809b30a4d60d7747cdd0f5b9
9aa8c826987517793aaa8080a0b124a8558df72bbe37b75f4edbb6be8216d6c6
33fb2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893c3e2cb
32da8bc342fa4dea0578a24e16d8f8f9383a95b77050f4d9fd2f5733eec1d63e
f3c23ebf9918173669a7202122232425262728292a2b2c2d2e2f303132333435
363738393a3b3c3d3e3f` }
  }
}
          
           
             Both Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f` }
      OCTET_STRING { `27d2a77f33756f61208ef113abe82595873d4abc73
0e5b5d679529bf6a4ceb6383427231a8612f41550515acba52e48ead8b942833
bbe6865d13d14a79d2c5c3e07f0a056d8de7aadfcaba058c493c80b37cab8c56
2753bb3ba6b6ec8297f885eaa7540d530015a84406e55b1366b577e236ce58a2
6d8a1eb5a44d542323c2167d9bf4a47f985699ca05bae43b8dec617f02380a38
90afd4b8c7ec7ede26553a025f3ce5bc5d7a62130304235cb1ad4836b566b5b8
63bd9bdb45a2844a7047b6c8d383e448525e040b4dc8a2b48c6c37c96d62d43f
3fd88e2881c40a205c9e248f652b592781a779f86880f2a147b67863f391cc1a
5a908c0095e07212291e2ef8a36eb9a9c0c6073225b34703a4af049382c47573
da68fde9245ad444e31b1fbdb521f1f61f37bc0cef292067e670d28a1ffd904f
6f1190a996918a13037a6cabf3c373bf8296cd37ab33ba7746809cc3f8ade1b3
639bd57bfcc69650aaaf1de198fc4c0463299e52c461780cc428fc5d04a5c518
50cba6c2a5274340675793dda09be44c29e6395c65f85d2a0a7c6df411e6911b
1f2cb6c351cd2e875f51b638be776097e93e2f2b2f83da0beef4aa85ba9e763a
b64502a0ca5222e9eab5b3b7088ed52060e8c8269b943a71ab0ae1c5b1b687d2
e019cf8036bcf9bf6e7bac3aaa36e41660faa4540f2648cd93a189ec5c2dea70
bacaaa4ffc906f90810ea1b67bf24f2c78cf6ba881aaea61c0652bff95b1bae4
426d1773b9cc2ca82c21e38c636e3b1c523244986b0be8a83f5dd5cf2d54762f
b3c5ebf59b8e885302b1ce47033edf760f4e029be40b6d566b19dd758acd5c74
12878131244f90172c53f26663c21d905301d48baf91c917cc7779e9d8802cc1
0d89a3705099a2ad3a3a8896743c1144698093be257dacb66dc785228b912c8d
965d14aa28342c3ac4a93fefa532b20945ddc1020139c14d638b908c4ddde9a0
645b95b2e4414d40bb79f04413830f15a873c28bb7059c2741002015f20408f0
58e715b0bf995b5380b7dd325a056ab97e659a2be0cdf6c33731c683a634b771
e8c92a139aee4bb0e49c7077321d42fc199f7c1f298ca625d223a5c263a03cc4
8159b7812665b78637e4e18720b2c29a6b99f42766a4cbc4dc508ba94ba83b89
c3a5c78f8bb26bbd9b79beb8c8182490f5793ee5b96013b74b7e169e29d162f1
315464ea7d72436d89b755161192c81cc2dd1c8b8bba795ef426ee1cc01c37aa
a37b2cff8b0a378b47cbd0b4d49398cfc2712959699fa0bd8cd84666acc61f54
1b84fa96b9c854e4e75e9144addb44b8566a57dfbb545ce423c03346f2b2c1a9
1780d152a8de1a4d4c9cacde7392c996888cc2399c02c38b3353adf8acab2839
24da00a05b76e738c72c930d6cba09ae168990faa1fef2226e780861d416eff4
02f4f759fc648ab1f97100109087f96e4b148d2cb31e4805314ea0cd95fb023e
ac0d989474ba4201d7b41d26f5394b217eea5b34b71a8b37931c0e594271e0b7
c733257240233e7ba735603e425a87dee77079e37cb28a21764594ce5350d8da
2b62a07174943032ec89c98809c73b6423d30c1d283a766a64d89703c3d629b4
97828d48320c346210797a298aa10d423c8dda069d02bc59e6cdf03a096b8b3d
a4cab9b80ca4a14907672ccef1ec4faf234a0bc5b7e9d473f2b3133b3b26a1d1
75cb67a7805919699c02f76531b99c5f89180704bb4ca4535c5b8972679c660a
07c5e514b87009c862eb8f5157695efb3fc40a9def6b81c1cc02a249ae4f094a
d0d9bd3485c1c1c68080520a7c8c632032cee738154e5c5176c07da56024776a
430fe76eacf665a3f7b832102215bc82f10939c8355704336a8fac1d81e4bb04
85aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680a1a8f71b4eb86b
c48c9a0509731a54bd9d7290b27963e4372dc9b199cfdcac0b01acd28a623951
12e4c43648d622c48c8234d01440e8cc376c927f23a5afc9ac0474c662274e42
4525c8552ece3b3fe26516de901bc7d515bde89558e626c95c80b93342f80100
04f39e6c6c94871c5e344cab3966c835f9a96a59afd31c40286b38b1c1a78470
bab947518934453ce86736a919f1f5a6d510a86f5454fc3980cb5c765bd2bd5f
7b36b1410d6635c8ceb47c4dda0d76a28eac939c71c3024804866c7162665844
2163c2c22117e50acefce6378a985652302a4ef0c2ce0cc716b7796e2b6b2e37
77dfa1ac3da259a31b5a9b530f8cb638a81a62ac301849abaf95a7301bda3006
8909bfdb7e67dbccbb38a5551a25b1a3a0f685748ad5753d8880f0016c627486
166384c5571fe2365900364d038311e2d875db366686932b5ec602430a369e87
a6ef5c338786657825bd4c057aceb923eb0935e6905e63b4ced7f80857a773dd
64b150d26612ea9ac12052db2017bf1843ccb4b3281b690dc728adfa85c00281
b8e3c09287335f856b4fc2892f69a2f57921ada01914c40988662d57769662a7
86351b9b66493dab79594d986de2100d65ba0ff4ea58b81538d24a4435a258fa
c25404aa7f41f658b1385065e158dcb60115732720f40459aaac15e406953a90
ac52997d1ccd070060efc65db9e653354467fad56ec713c86e7540c423acf266
9f52fa6f4ac6888d871ef3e847c029a8aafbb92e17b24aa079b1f419ba6175b4
42afb11909d4a56b70a0335b28739218aa7c9348e2c3c2f3eb3d15a41e6417c0
dd94bfeb21419b311a7bb13a180bbe833218a9a6b17447cc85f225859587a730
77049acbcfd44d0f025438e15d1538270d586e1bf83192a9459cf63c0e972f85
297679831ecf121509851cb8340f6f107b0fa1a0efd1b36a8189bc085c4f5cb7
84e553f41b918f80397ce1956f785bee377ca9aa8be6998ada30c26b7c3d8c6b
55254cc96203b20c42aee0ac4e1ebb408e49a9e3f879d0ab0785eb7025425d13
05a2299c015e120d163b0e19494ce57253d0246d182745cb8197ab7438b3c1bb
7972bec5a306eba3567855c014699fef65ae54c770a0d85c18400cf642aedc66
0777ba4b138502bd5a7812f621f84a48296b98dd4322b6f15828b8a8f0e00a8b
a44a53c3a8b143571b0740abd567daf1cde9c79c204b6d5e259d1766a31bbbcb
4e6a05cf4502176b301c1c2f41247750157bcec85e809b30a4d60d7747cdd0f5
b99aa8c826987517793aaa8080a0b124a8558df72bbe37b75f4edbb6be8216d6
c633fb2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893c3e2
cb32da8bc342fa4dea0578a24e16d8f8f9383a95b77050f4d9fd2f5733eec1d6
3ef3c23ebf9918173669a7202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f` }
    }
  }
}
          
        
         
           ML-KEM-1024 Private Key Examples
           Each of the examples includes the textual encoding   followed by
the so-called "pretty print"; the private keys are the same.
           
             Seed Format
             
-----BEGIN PRIVATE KEY-----
MFQCAQAwCwYJYIZIAWUDBAQDBEKAQAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLC0uLzAxMjM0NTY3ODk6Ozw9Pj8=
-----END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30313233343
5363738393a3b3c3d3e3f` }
  }
}
          
           
             Expanded Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
  }
  OCTET_STRING {
    OCTET_STRING { `f77b7f6b15c73fe2cc546b67fb774ca19b42cd463ea9` }
  }
}
          
           
             Both Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f` }
      OCTET_STRING { `f77b7f6b15c73fe2cc546b67fb774ca19b42cd463e` }
    }
  }
}
          
        
      
       
         Example Public Keys
         The following is the ML-KEM-512 public key corresponding to the private
key in the previous section. The textual encoding   is
followed by the so-called "pretty print"; the public keys are the same.
         
-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
         
SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
  }
  BIT_STRING { `00` `3995815e597d104355cf29aa5333c93251869d5bcdb` }
}
         The following is the ML-KEM-768 public key corresponding to the private
key in the previous section. The textual encoding   is
followed by the so-called "pretty print"; the public keys are the same.
         
-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
         
SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
  }
  BIT_STRING { `00` `298aa10d423c8dda069d02bc59e6cdf03a096b8b3da` }
}
         The following is the ML-KEM-1024 public key corresponding to the private
key in the previous section. The textual encoding   is
followed by the so-called "pretty print"; the public keys are the same.
         
-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
         
SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
  }
  BIT_STRING { `00` `4b94c29450111191823b3514c9ac1ea3d9825ccb863` }
}
      
       
         Example Certificates
         The following is the ML-KEM-512 certificate corresponding to the
public key in the previous section signed with the ML-DSA-44 private key
from  . The textual encoding  
is followed by the so-called "pretty print"; the certificates are the same.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
         
SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34f` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }
      }
      BIT_STRING { `00` `3995815e597d104355cf29aa5333c93251869d5` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`001` }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `0ec592a5971e7e8da078a86e4674f2fb11f6
e8d7` }
          }
        }
        SEQUENCE {
          # authorityKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.35 }
          OCTET_STRING {
            SEQUENCE {
              [0 PRIMITIVE] { `329a07b1fabb48f52a309f11a1898f848
e2322ff` }
            }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  BIT_STRING { `00` `dc57c2c0fc37bc4ace942f7b4c7075ca7348935da04` }
}
         The following is the ML-KEM-768 certificate corresponding to the
public key in the previous section signed with the ML-DSA-65 private key
from  . The textual encoding  
is followed by the so-called "pretty print"; the certificates are the same.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
         
SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34f` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }
      }
      BIT_STRING { `00` `298aa10d423c8dda069d02bc59e6cdf03a096b8` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`001` }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `42bcb5a167fa330449612dbd8187056a7518
f787` }
          }
        }
        SEQUENCE {
          # authorityKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.35 }
          OCTET_STRING {
            SEQUENCE {
              [0 PRIMITIVE] { `1b0563e3cd3346149c8c9ebcf23b0a4e5
a900eea` }
            }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  BIT_STRING { `00` `f26b7c753fb82773fe37fa0c08d5b6cfc8b16191b3d` }
}
         The following is the ML-KEM-1024 certificate corresponding to the
public key in the previous section signed with the ML-DSA-87 private key
from  . The textual encoding  
is followed by the so-called "pretty print"; the certificates are the same.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
         
SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34f` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }
      }
      BIT_STRING { `00` `4b94c29450111191823b3514c9ac1ea3d9825cc` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`001` }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `da82182c39ebdb350d904ee4bc507b72043f
fa23` }
          }
        }
        SEQUENCE {
          # authorityKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.35 }
          OCTET_STRING {
            SEQUENCE {
              [0 PRIMITIVE] { `89886750b57c24db3fc012e61ede59753
337374f` }
            }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  BIT_STRING { `00` `74225bdfc7af660a19d5e3c84e80613d45140b98c2b` }
}
      
       
         Examples of Bad Private Keys
         
           WARNING: These private keys are purposely bad. Do not use them in
   production systems.
        
         The following examples demonstrate inconsistent seed and
expanded private keys.
         
           ML-KEM Inconsistent Seed and Expanded Private Keys
           Four  ML-KEM-512-PrivateKey examples of inconsistent seed and
expanded private keys are shown as follows:
            
               The first  ML-KEM-512-PrivateKey example includes the
 both CHOICE, i.e., both  seed and  expandedKey are
included. The  seed and  expanded values can be checked
for inconsistencies.
            
             
               The second  ML-KEM-512-PrivateKey example includes only
 expandedKey. The expanded private key has a mutated  s_0
and a valid public key hash, but a pairwise consistency
check would find that the public key fails to match private.
            
             
               The third  ML-KEM-512-PrivateKey example includes only
 expandedKey. The expanded private key has a mutated H(ek); both
a public key digest check and a pairwise consistency check should fail.
            
             
               The fourth  ML-KEM-512-PrivateKey example includes the
 both CHOICE, i.e., both  seed and  expandedKey are
included. There is mismatch of the seed and expanded private
key in only the  z implicit rejection secret; here, the private
and public vectors match and the pairwise consistency check passes,
but z is different.
            
          
           The following is the first example:
           
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
           The following is the second example:
           
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
           The following is the third example:
           
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
           The following is the fourth example:
           
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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